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INTRODUCTION

This is the DICOM 3.0 Conformance Statement for AMIS*PACS FlexServer G2 software produced by ICZ a.s.

1. REVISION HISTORY

Date Document Internal APFS Major changes
Revision Product
Release

2016-05-10 |2.14@{2016-05-10} |2.14.08-REL |APFS released

2016-02-09 |master@{2016-02-09no public More matching keys in C-FIND and C-MOVE
release

2015-12-05 |2.13@{2015-12-05} |2.13.07-REL |APFS released

2015-11-10 |2.13@{2015-11-10} |2.13.05-REL |APFS released

2015-02-01 |2.13@{2015-02-01} |2.13.03-REL |APFS released

2014-12-01 |2.12@{2014-12-01} |2.12.04-REL | APFS released

2014-09-08 |master@{2014-09-08no public Change Implementation Version Name
release

2014-07-30 |2.11@{2014-07-30} |2.11.04-REL |APFS released

2014-04-01 |master@{2014-04-01no public 1.2.840.10008.1.2.4.102 (MPEG-4 AVC/H.264 High Profile /
release Level 4.1) Transfer Syntax added

2014-03-31 |master@{2014-03-31no public More matching keys in Worklist C-FIND
release

2014-03-18 |2.10@{2014-03-18} |2.10.04-REL |APFS released

2014-02-06 |2.9@{2014-02-06} |2.09.05-REL |APFS released

2013-11-02 |2.8@{2013-11-02} |2.08.05-REL |APFS released

2013-09-23 |2.7@{2013-09-23} |2.07.08-REL | APFS released

2013-08-29 |2.7@{2013-08-29} |2.07.06-REL |APFS released

2013-08-20 |2.7@{2013-08-20} |no public Text unchanged. The revision number system changed as a
release consequence of migration of the source code repository.

2013-06-19 |2.130.00 2.06.05-REL |APFS released

2013-04-06 |2.104.03 2.05.07-REL | APFS released

2013-02-07 |2.86.00 no public C-FIND SCU supports Number of Study Related Series and
release Number of Study Related Instances. Many typos fixed.

2013-02-07 |2.83.03-pl 2.04.07-REL | APFS released

2012-11-30 {2.83.03 2.04.05-REL |APFS released

2012-09-06 [2.67.00 no public C-FIND SCP supports Series Description
release

2012-07-02 |2.65.00 2.03.07-REL | APFS released

2012-05-24 |2.51.00 no public C-FIND SCP supports Number of Study Related Series and
release Number of Study Related Instances

2012-05-24 |2.50.00 no public C-FIND and C-MOVE SCU added

release
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Date Document Internal APFS Major changes
Revision Product
Release
2012-04-30 |2.45.00 2.02.07-REL | APFS released
2012-01-13 |2.32.00 2.01.08-REL |APFS released
2011-07-20 |2.18.00 2.00.08-REL |APEFS released
2011-05-20 {2.14.00 no public Implementation Class UID changed
release
2011-02-07 ]0.48.00 no public initial text
release

2. AUDIENCE

This document is intended for hospital staff, health system integrators, software designers or implementers. It is assumed that
the reader has a working understanding of DICOM.

3. REMARKS

DICOM does not guarantee interoperability. However, the Conformance Statement facilitates a first-level validation for
interoperability between applications supporting the same DICOM functionality.

This Conformance Statement is not intended to replace validation with other DICOM equipment to ensure compatibility.

4. DEFINITIONS, TERMS AND ABBREVIATIONS

APFS refers to AMIS*PACS FlexServer G2.
Service Guide refers to the AMIS*PACS FlexServer G2 - Service Guide manual distributed with APFS.
Administrator Guide refers to the AMIS*PACS FlexServer G2 - Administrator Guide manual distributed with APFS.

User Guide refers to the AMIS*PACS FlexServer G2 - User Guide manual distributed with APFS.

viii



Chapter 1. CONFORMANCE STATEMENT
OVERVIEW

APFS is software intended to run as an archive of medial images and worklist server. It is based on the DICOM v3.0 standard.

1.1. NETWORK SERVICES

The following table provides an overview of the network services supported by APFS

1.1.1. Transfer

Table 1.1. Network services

SOP Classes User of Provider of
Service (SCU) Service (SCP)
Computed Radiography Image Storage Yes Yes
Basic Study Content Notification SOP Class (Retired) Yes Yes
Stored Print Storage SOP Class (Retired) Yes Yes
Hardcopy Grayscale Image Storage SOP Class (Retired) Yes Yes
Hardcopy Color Image Storage SOP Class (Retired) Yes Yes
Computed Radiography Image Storage Yes Yes
Digital X-Ray Image Storage — For Presentation Yes Yes
Digital X-Ray Image Storage — For Processing Yes Yes
Digital Mammography X-Ray Image Storage — For Presentation Yes Yes
Digital Mammography X-Ray Image Storage — For Processing Yes Yes
Digital Intra-oral X-Ray Image Storage — For Presentation Yes Yes
Digital Intra-oral X-Ray Image Storage — For Processing Yes Yes
Standalone Modality LUT Storage (Retired) Yes Yes
Encapsulated PDF Storage Yes Yes
Standalone VOI LUT Storage Yes Yes
Grayscale Softcopy Presentation State Storage SOP Class Yes Yes
Color Softcopy Presentation State Storage SOP Class Yes Yes
Pseudo-Color Softcopy Presentation State Storage SOP Class Yes Yes
Blending Softcopy Presentation State Storage SOP Class Yes Yes
X-Ray Angiographic Image Storage Yes Yes
Enhanced XA Image Storage Yes Yes
X-Ray Radiofluoroscopic Image Storage Yes Yes
Enhanced XRF Image Storage Yes Yes
X-Ray Angiographic Bi-Plane Image Storage (Retired) Yes Yes
Positron Emission Tomography Image Storage Yes Yes
Standalone PET Curve Storage (Retired) Yes Yes
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STATEMENT OVERVIEW
SOP Classes User of Provider of
Service (SCU) Service (SCP)
Breast Tomosynthesis Image Storage Yes Yes
CT Image Storage Yes Yes
Enhanced CT Image Storage Yes Yes
Nuclear Medicine Image Storage Yes Yes
Ultrasound Multi-frame Image Storage (Retired) Yes Yes
Ultrasound Multi-frame Image Storage Yes Yes
MR Image Storage Yes Yes
Enhanced MR Image Storage Yes Yes
MR Spectroscopy Storage Yes Yes
RT Image Storage Yes Yes
RT Dose Storage Yes Yes
RT Structure Set Storage Yes Yes
RT Beams Treatment Record Storage Yes Yes
RT Plan Storage Yes Yes
RT Brachy Treatment Record Storage Yes Yes
RT Treatment Summary Record Storage Yes Yes
Nuclear Medicine Image Storage (Retired) Yes Yes
Ultrasound Image Storage (Retired) Yes Yes
Ultrasound Image Storage Yes Yes
Raw Data Storage Yes Yes
Spatial Registration Storage Yes Yes
Spatial Fiducials Storage Yes Yes
Real World Value Mapping Storage Yes Yes
Secondary Capture Image Storage Yes Yes
Multi-frame Single Bit Secondary Capture Image Storage Yes Yes
Multi-frame Grayscale Byte Secondary Capture Image Storage Yes Yes
Multi-frame Grayscale Word Secondary Capture Image Storage Yes Yes
Multi-frame True Color Secondary Capture Image Storage Yes Yes
VL Endoscopic Image Storage Yes Yes
Video Endoscopic Image Storage Yes Yes
VL Microscopic Image Storage Yes Yes
Video Microscopic Image Storage Yes Yes
VL Slide-Coordinates Microscopic Image Storage Yes Yes
VL Photographic Image Storage Yes Yes
Video Photographic Image Storage Yes Yes
Ophthalmic Photography 8 Bit Image Storage Yes Yes
Ophthalmic Photography 16 Bit Image Storage Yes Yes
Stereometric Relationship Storage Yes Yes
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SOP Classes User of Provider of
Service (SCU) Service (SCP)
Standalone Overlay Storage (Retired) Yes Yes
Basic Text SR Storage Yes Yes
Enhanced SR Storage Yes Yes
Comprehensive SR Storage Yes Yes
Procedure Log Storage Yes Yes
Mammography CAD SR Storage Yes Yes
Key Object Selection Document Storage Yes Yes
Chest CAD SR Storage Yes Yes
X-Ray Radiation Dose SR Storage Yes Yes
Standalone Curve Storage (Retired) Yes Yes
12-lead ECG Waveform Storage Yes Yes
General ECG Waveform Storage Yes Yes
Ambulatory ECG Waveform Storage Yes Yes
Hemodynamic Waveform Storage Yes Yes
Cardiac Electrophysiology Waveform Storage Yes Yes
Basic Voice Audio Waveform Storage Yes Yes
Hanging Protocol Storage Yes Yes
CSA Non-Image Storage (widely used private SOP class) Yes Yes
MR Spectrum Storage (widely used private SOP class) Yes Yes
MR Series Data Storag (widely used private SOP class) Yes Yes
MR Examcard Storage (widely used private SOP class) Yes Yes
1.1.2. Query/Retrieve
Table 1.2. Network services
SOP Classes User of Provider of
Service (SCU) Service (SCP)
Patient Root Query/Retrieve Information Model — FIND No Yes
Patient Root Query/Retrieve Information Model - MOVE No Yes
Study Root Query/Retrieve Information Model — FIND Yes Yes
Study Root Query/Retrieve Information Model - MOVE Yes Yes
1.1.3. Workflow Management
Table 1.3. Network services
SOP Classes User of Provider of
Service (SCU) Service (SCP)
Modality Worklist Information Model — FIND No Yes
Storage Commitment Push Model No Yes
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1.1.4. Print Management

Table 1.4. Network services

SOP Classes User of Provider of
Service (SCU) Service (SCP)

Not Applicable

1.2. MEDIA SERVICES

APFS supports no media services.




Chapter 2. NETWORKING

2.1. IMPLEMENTATION MODEL

2.1.1. Application Data Flow

Figure 2.1. Functional overview
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APFS contains one Application Entity:
* APFS Application_Entity which
« stores medical images and provides query and retrieve services
+ provides modality worklist service based on HL7 messages received from a HIS/RIS system
+ provides storage commitment service based on stored medical images
+ an user of APFS' web-based GUI can invoke

* object transmissions to other applications entities on a network
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* query requests to other applications entities on a network
* retrieve requests to other applications entities on a network

+ transfers objects to other applications entities on a network when an internal configurable rules decide (so called
autorouting)

2.1.2. Functional Definition of AEs

APFS contains a single application entity (APFS_Application Entity depicted in the Application Data Flow diagram above). It
implements:

* the Storage Service Classes

+ as a SCP to receive composite objects from remote application entities (source AEs). It stores them to an internal
database.

+ asa SCU to send stored composite objects to remote application entities (destination AEs)
* the Query/Retrieve Service Classes
+ as a SCP it serves queries and retrieve requests from remote application entities
This service is based on the internal database mentioned above. The relevant data originates from
* composite objects received when acting as the Storage Service Classes SCP
* patient information received via HL7 messages from a HIS/RIS system
+ asa SCU it can query and retrieve data from remote application entities
* the Workflow Management Service Classes
* as a Modality Worklist SCP it answers queries from remote application entities (modalities)
This service is based the internal database mentioned above. The only relevant data for this service class is:
* patient information received via HL7 messages from a HIS/RIS system
+ as a Storage Commitment SCP it answers queries from remote application entities (modalities)
This service is based the internal database mentioned above. The only relevant data for this service class is:
» composite objects received when acting as the Storage Service Classes SCP
* the Verification Service Class

+ as a SCP it confirms verification requests from remote application entities

2.1.3. Sequencing of Real-World Activities

APFS Application Entity initiates a transmission of composite objects to a remote application entity when:
* as a Query/Retrieve SCP receives a retrieve request from a remote application entity

* instructed by an user of the web-based graphical user interface to send data to a remote application entityl

"For details of the web GUI see User Guide




NETWORKING

* internal autorouting mechanism detects a plan to transfer a composite object to a remote application entity2
APFS Application Entity initiates a Query/Retrieve when:

* instructed by an user of the web-based graphical user interface to query/retrieve a remote application enti'[y3
APFS Application Entity initiates a Storage Commitment answer transmission when:

* as a Storage Commitment SCP receives a Storage Commitment request from a remote application entity

2.2. AE SPECIFICATIONS

2.2.1. APFS_Application_Entity

2.2.1.1. SOP Classes

APFS Application_Entity provides Standard Conformance to the following SOP Classes:

Table 2.1. Storage SOP Classes for APFS_Application_Entity

SOP Class Name SOP Class UID SCU SCP
Computed Radiography Image Storage 1.2.840.10008.5.1.4.1.1.1 Yes Yes
Basic Study Content Notification SOP Class (Retired) |1.2.840.10008.1.9 Yes Yes
Stored Print Storage SOP Class (Retired) 1.2.840.10008.5.1.1.27 Yes Yes
Hardcopy Grayscale Image Storage SOP Class 1.2.840.10008.5.1.1.29 Yes Yes
(Retired)
Hardcopy Color Image Storage SOP Class (Retired) 1.2.840.10008.5.1.1.30 Yes Yes
Computed Radiography Image Storage 1.2.840.10008.5.1.4.1.1.1 Yes Yes
Digital X-Ray Image Storage — For Presentation 1.2.840.10008.5.1.4.1.1.1.1 Yes Yes
Digital X-Ray Image Storage — For Processing 1.2.840.10008.5.1.4.1.1.1.1.1 Yes Yes
Digital Mammography X-Ray Image Storage — For 1.2.840.10008.5.1.4.1.1.1.2 Yes Yes
Presentation
Digital Mammography X-Ray Image Storage — For 1.2.840.10008.5.1.4.1.1.1.2.1 Yes Yes
Processing
Digital Intra-oral X-Ray Image Storage — For 1.2.840.10008.5.1.4.1.1.1.3 Yes Yes
Presentation
Digital Intra-oral X-Ray Image Storage — For 1.2.840.10008.5.1.4.1.1.1.3.1 Yes Yes
Processing
Standalone Modality LUT Storage (Retired) 1.2.840.10008.5.1.4.1.1.10 Yes Yes
Encapsulated PDF Storage 1.2.840.10008.5.1.4.1.1.104.1 Yes Yes
Standalone VOI LUT Storage 1.2.840.10008.5.1.4.1.1.11 Yes Yes
Grayscale Softcopy Presentation State Storage SOP 1.2.840.10008.5.1.4.1.1.11.1 Yes Yes
Class
Color Softcopy Presentation State Storage SOP Class  |1.2.840.10008.5.1.4.1.1.11.2 Yes Yes

%For details of the autorouting mechanism see Service Guide
3For details of the web GUI see User Guide
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SOP Class Name SOP Class UID SCU SCP

Pseudo-Color Softcopy Presentation State Storage SOP |1.2.840.10008.5.1.4.1.1.11.3 Yes Yes
Class

Blending Softcopy Presentation State Storage SOP 1.2.840.10008.5.1.4.1.1.11.4 Yes Yes
Class

X-Ray Angiographic Image Storage 1.2.840.10008.5.1.4.1.1.12.1 Yes Yes
Enhanced XA Image Storage 1.2.840.10008.5.1.4.1.1.12.1.1 Yes Yes
X-Ray Radiofluoroscopic Image Storage 1.2.840.10008.5.1.4.1.1.12.2 Yes Yes
Enhanced XRF Image Storage 1.2.840.10008.5.1.4.1.1.12.2.1 Yes Yes
X-Ray Angiographic Bi-Plane Image Storage (Retired) |1.2.840.10008.5.1.4.1.1.12.3 Yes Yes
Positron Emission Tomography Image Storage 1.2.840.10008.5.1.4.1.1.128 Yes Yes
Standalone PET Curve Storage (Retired) 1.2.840.10008.5.1.4.1.1.129 Yes Yes
Breast Tomosynthesis Image Storage 1.2.840.10008.5.1.4.1.1.13.1.3 Yes Yes
CT Image Storage 1.2.840.10008.5.1.4.1.1.2 Yes Yes
Enhanced CT Image Storage 1.2.840.10008.5.1.4.1.1.2.1 Yes Yes
Nuclear Medicine Image Storage 1.2.840.10008.5.1.4.1.1.20 Yes Yes
Ultrasound Multi-frame Image Storage (Retired) 1.2.840.10008.5.1.4.1.1.3 Yes Yes
Ultrasound Multi-frame Image Storage 1.2.840.10008.5.1.4.1.1.3.1 Yes Yes
MR Image Storage 1.2.840.10008.5.1.4.1.1.4 Yes Yes
Enhanced MR Image Storage 1.2.840.10008.5.1.4.1.1.4.1 Yes Yes
MR Spectroscopy Storage 1.2.840.10008.5.1.4.1.1.4.2 Yes Yes
RT Image Storage 1.2.840.10008.5.1.4.1.1.481.1 Yes Yes
RT Dose Storage 1.2.840.10008.5.1.4.1.1.481.2 Yes Yes
RT Structure Set Storage 1.2.840.10008.5.1.4.1.1.481.3 Yes Yes
RT Beams Treatment Record Storage 1.2.840.10008.5.1.4.1.1.481.4 Yes Yes
RT Plan Storage 1.2.840.10008.5.1.4.1.1.481.5 Yes Yes
RT Brachy Treatment Record Storage 1.2.840.10008.5.1.4.1.1.481.6 Yes Yes
RT Treatment Summary Record Storage 1.2.840.10008.5.1.4.1.1.481.7 Yes Yes
Nuclear Medicine Image Storage (Retired) 1.2.840.10008.5.1.4.1.1.5 Yes Yes
Ultrasound Image Storage (Retired) 1.2.840.10008.5.1.4.1.1.6 Yes Yes
Ultrasound Image Storage 1.2.840.10008.5.1.4.1.1.6.1 Yes Yes
Raw Data Storage 1.2.840.10008.5.1.4.1.1.66 Yes Yes
Spatial Registration Storage 1.2.840.10008.5.1.4.1.1.66.1 Yes Yes
Spatial Fiducials Storage 1.2.840.10008.5.1.4.1.1.66.2 Yes Yes
Real World Value Mapping Storage 1.2.840.10008.5.1.4.1.1.67 Yes Yes
Secondary Capture Image Storage 1.2.840.10008.5.1.4.1.1.7 Yes Yes
Multi-frame Single Bit Secondary Capture Image 1.2.840.10008.5.1.4.1.1.7.1 Yes Yes
Storage

Multi-frame Grayscale Byte Secondary Capture Image |1.2.840.10008.5.1.4.1.1.7.2 Yes Yes
Storage

Multi-frame Grayscale Word Secondary Capture Image |1.2.840.10008.5.1.4.1.1.7.3 Yes Yes

Storage
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SOP Class Name SOP Class UID SCU SCP
Multi-frame True Color Secondary Capture Image 1.2.840.10008.5.1.4.1.1.7.4 Yes Yes
Storage
VL Endoscopic Image Storage 1.2.840.10008.5.1.4.1.1.77.1.1 Yes Yes
Video Endoscopic Image Storage 1.2.840.10008.5.1.4.1.1.77.1.1.1 Yes Yes
VL Microscopic Image Storage 1.2.840.10008.5.1.4.1.1.77.1.2 Yes Yes
Video Microscopic Image Storage 1.2.840.10008.5.1.4.1.1.77.1.2.1 Yes Yes
VL Slide-Coordinates Microscopic Image Storage 1.2.840.10008.5.1.4.1.1.77.1.3 Yes Yes
VL Photographic Image Storage 1.2.840.10008.5.1.4.1.1.77.1.4 Yes Yes
Video Photographic Image Storage 1.2.840.10008.5.1.4.1.1.77.1.4.1 Yes Yes
Ophthalmic Photography 8 Bit Image Storage 1.2.840.10008.5.1.4.1.1.77.1.5.1 Yes Yes
Ophthalmic Photography 16 Bit Image Storage 1.2.840.10008.5.1.4.1.1.77.1.5.2 Yes Yes
Stereometric Relationship Storage 1.2.840.10008.5.1.4.1.1.77.1.5.3 Yes Yes
Standalone Overlay Storage (Retired) 1.2.840.10008.5.1.4.1.1.8 Yes Yes
Basic Text SR Storage 1.2.840.10008.5.1.4.1.1.88.11 Yes Yes
Enhanced SR Storage 1.2.840.10008.5.1.4.1.1.88.22 Yes Yes
Comprehensive SR Storage 1.2.840.10008.5.1.4.1.1.88.33 Yes Yes
Procedure Log Storage 1.2.840.10008.5.1.4.1.1.88.40 Yes Yes
Mammography CAD SR Storage 1.2.840.10008.5.1.4.1.1.88.50 Yes Yes
Key Object Selection Document Storage 1.2.840.10008.5.1.4.1.1.88.59 Yes Yes
Chest CAD SR Storage 1.2.840.10008.5.1.4.1.1.88.65 Yes Yes
X-Ray Radiation Dose SR Storage 1.2.840.10008.5.1.4.1.1.88.67 Yes Yes
Standalone Curve Storage (Retired) 1.2.840.10008.5.1.4.1.1.9 Yes Yes
12-lead ECG Waveform Storage 1.2.840.10008.5.1.4.1.1.9.1.1 Yes Yes
General ECG Waveform Storage 1.2.840.10008.5.1.4.1.1.9.1.2 Yes Yes
Ambulatory ECG Waveform Storage 1.2.840.10008.5.1.4.1.1.9.1.3 Yes Yes
Hemodynamic Waveform Storage 1.2.840.10008.5.1.4.1.1.9.2.1 Yes Yes
Cardiac Electrophysiology Waveform Storage 1.2.840.10008.5.1.4.1.1.9.3.1 Yes Yes
Basic Voice Audio Waveform Storage 1.2.840.10008.5.1.4.1.1.9.4.1 Yes Yes
Hanging Protocol Storage 1.2.840.10008.5.1.4.38.1 Yes Yes
CSA Non-Image Storage (widely used private SOP 1.3.12.2.1107.5.9.1 Yes Yes
class)
MR Spectrum Storage (widely used private SOP class) |1.3.46.670589.11.0.0.12.1 Yes Yes
MR Series Data Storage (widely used private SOP 1.3.46.670589.11.0.0.12.2 Yes Yes
class)
MR Examcard Storage (widely used private SOP class) |1.3.46.670589.11.0.0.12.4 Yes Yes
Table 2.2. Query/Retrieve SOP Classes for APFS_Application_Entity

SOP Class Name SOP Class UID SCU SCP
Patient Root Query/Retrieve Information Model — 1.2.840.10008.5.1.4.1.2.1.1 No Yes

FIND
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SOP Class Name SOP Class UID SCU SCP
Patient Root Query/Retrieve Information Model — 1.2.840.10008.5.1.4.1.2.1.2 No Yes
MOVE
Study Root Query/Retrieve Information Model — FIND |1.2.840.10008.5.1.4.1.2.2.1 Yes Yes
Study Root Query/Retrieve Information Model — 1.2.840.10008.5.1.4.1.2.2.2 Yes Yes
MOVE
Table 2.3. Workflow management SOP Classes for APFS_Application_Entity

SOP Class Name SOP Class UID SCU SCP
Modality Worklist Information Model — FIND 1.2.840.10008.5.1.4.31 No Yes
Storage Commitment Push Model 1.2.840.10008.1.20.1 No Yes
Table 2.4. Verification SOP Classes for APFS_Application_Entity

SOP Class Name SOP Class UID SCU SCP
Verification 1.2.840.10008.1.1 Yes Yes

2.2.1.2. Association Policies

2.2.1.2.1. General

The DICOM standard application context name for DICOM 3.0 is always proposed:

Table 2.5. DICOM Application Context for APFS_Application_Entity

Application Context Name

1.2.840.10008.3.1.1.1

SOP Class extended negotiation is not supported.

Max PDU sizes offered and accepted are 16384.

2.2.1.2.2. Number of Associations

The number of simultaneous associations that will be accepted as a SCP and/or initiated as a SCU is not limited in principle.

APFS Application_Entity spawns a new thread:

* (as a SCP) for each connection request from a source AE it receives

* (as a SCU) for each destination AE it has to send composite instances or storage commitment answers to

Therefore, APFS Application Entity can have multiple simultaneous connections, and there are no inherent limitations on the
number of simultaneous associations that it can maintain.

Actually, there are practical limits of simultaneous associations determined by the underlying software environment, the

operating system and the hardware itself.

2.2.1.2.3. Asynchronous Nature

Asynchronous communication is not supported.

10
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2.2.1.2.4. Implementation Identifying Information

The implementation information for APFS_Application Entity is:

Table 2.6. DICOM Implementation Class and Version for APFS_Application_Entity

Implementation Class UID 1.3.6.1.4.1.20744.3.1.2.2.9001
Implementation Version Name APFS-X.YY.ZZ-REL

where x. vv. zz is an release number of APFS (e.g. 2.10.12).

2.2.1.3. Association Initiation Policy

APFS Application_Entity initiates:

* an association aimed to send composite instances when:
* it needs to store composite instances as a sub-operation of a retrieve request from a remote application entity
+ an user of the web-based GUI instructs APFS to send data to a remote application entity
* the internal autorouting mechanism detects a plan to transfer a composite object to a remote application entity
All events listed above trigger the same sequence of actions and the mechanism of an association initiation is the same.
Therefore, all three activities ("Retrieve request”, "User instruction”, "Autorouting instruction") will be described together
with differences explicitly noted.

* an association aimed to query/retrieve when:
 an user of the web-based GUI instructs APFS to query/retrieve to a remote application entity

* an association aimed to send storage commitment answers when:
* it receives a storage commitment request

2.2.1.3.1. Real-world activities - Retrieve request or User instruction or Autorouting

instruction

2.2.1.3.1.1. Description and Sequencing of Activities

When requested by any of these:

* by a remote application entity with a C-MOVE (Retrieve request)

* by user's action in the web-based GUI

* by the internal autorouting mechanism

APFS:

1. builds a list of UIDs of composite objects to send

2. collects SOP Classes of those composite objects

3. initiates an association to a destination application entity

11
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4. sends the selected composite objects to the destination using C-STORE

5. if triggered by a C-MOVE request: for each C-STORE performed APFS_Application_Entity notifies C-MOVE requester
about C-STORE status

6. closes the association

2.2.1.3.1.2. Proposed Presentation Contexts

Table 2.7. Proposed Presentation Contexts by APFS_Application_Entity

Abstract
Syntax Name

Abstract
Syntax UID

Transfer
Syntax Name

Transfer Syntax UID

Role

Extended
Negotiation

See note 1 below

See note 1 below

Implicit VR Little
Endian

1.2.840.10008.1.2

SCU

None

See note 1 below

See note 1 below

Explicit VR Little
Endian

1.2.840.10008.1.2.1

SCU

None

See note 1 below

See note 1 below

Explicit VR Big
Endian

1.2.840.10008.1.2.2

SCU

None

See note 1 below

See note 1 below

Deflated Explicit VR
Little Endian

1.2.840.10008.1.2.1.99

SCU

None

See note 1 below

See note 1 below

RLE Lossless

1.2.840.10008.1.2.5

SCU

None

See note 1 below

See note 1 below

JPEG Baseline
(Process 1)

1.2.840.10008.1.2.4.50

SCU

None

See note 1 below

See note 1 below

JPEG Extended
(Process 2 & 4)

1.2.840.10008.1.2.4.51

SCU

None

See note 1 below

See note 1 below

JPEG Lossless,
Non-Hierarchical
(Process 14)

1.2.840.10008.1.2.4.57

SCU

None

See note 1 below

See note 1 below

JPEG Lossless, Non-
Hierarchical, First-
Order Prediction
(Process 14
[Selection Value 1])

1.2.840.10008.1.2.4.70

SCU

None

See note 1 below

See note 1 below

JPEG-LS Lossless
Image Compression

1.2.840.10008.1.2.4.80

SCU

None

See note 1 below

See note 1 below

JPEG-LS Lossy
(Near-Lossless)
Image Compression

1.2.840.10008.1.2.4.81

SCU

None

See note 1 below

See note 1 below

JPEG 2000 Image
Compression
(Lossless Only)

1.2.840.10008.1.2.4.90

SCU

None

See note 1 below

See note 1 below

JPEG 2000 Image
Compression

1.2.840.10008.1.2.4.91

SCU

None

See note 1 below

See note 1 below

MPEG2 Main
Profile @ Main
Level

1.2.840.10008.1.2.4.100

SCU

None

See note 1 below

See note 1 below

MPEG?2 Main
Profile @ High
Level

1.2.840.10008.1.2.4.101

SCU

None
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Abstract Abstract Transfer Transfer Syntax UID [Role |Extended
Syntax Name Syntax UID Syntax Name Negotiation

See note 1 below |See note 1 below |MPEG-4 AVC/ 1.2.840.10008.1.2.4.102 |SCU |[None
H.264 High Profile /
Level 4.1

See note 1 below |See note 1 below |MPEG-4 AVC/ 1.2.840.10008.1.2.4.103 |SCU |None
H.264 BD-
compatible High
Profile / Level 4.1

Note

1. The Abstract Syntax Name and UID correspond to one of the SOP Class Names and UIDs supported (see Table
Storage SOP Classes for APFS_Application Entity above).

APFS Application Entity proposes a set of presentation contexts, one or two presentation contexts for each SOP class. The
first presentation context contains:

» the SOP Class UID as the proposed Abstract Syntax

* the Transfer Syntax 1.2.840.10008.1.2 (Implicit VR Little Endian) as the proposed Transfer Syntax
The second presentation context, if present, contains:

» the SOP Class UID as the proposed Abstract Syntax

» one of the transfer syntaxes from the table above, except 1.2.840.10008.1.2 (Implicit VR Little Endian), as the proposed
Transfer Syntaxes

The set of the proposed Abstract Syntaxes (SOP Class UIDs) is a subset of SOP Classes supported. It is the minimal subset
needed to transfer all composite objects selected to be sent.

2.2.1.3.1.3. SOP Specific Conformance for SOP Classes

After a successful C-STORE response from the SCP (the destination application entity), APFS Application Entity will
continue to send composite instances. Warnings in the C-STORE response from the SCP are ignored.

If an unsuccessful C-STORE response is received from the SCP, APFS_Application_Entity will log the failure and close the
association.

In case of an exception (an association aborted by the SCP, a network timeout, a TCP/IP communication error)
APFS_Application Entity will abort the Association using DICOM A-ABORT.

APFS_Application Entity modifies patient information in the composite instances being sent (in a C-STORE command) with

the current information kept in the internal database. The SOP Instance UID stays unchanged. The attributes updated are listed
in the following table:

Table 2.8. Attributes updated in instances being sent

Attribute Name Tag Attribute Description
Patient ID (0010,0020) Primary ID of the patient
Issuer of Patient ID (0010,0021) This attribute is either removed or set to the namespace of primary
patients' IDs (as configured to APFS). The behaviour is configurable.
Patient's Birth Date (0010,0030) Birth date of the patient
Patient's Birth Time (0010,0032) Birth time of the patient
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Attribute Name Tag Attribute Description
Patient's Sex (0010,0040) Sex of the patient
Other Patient IDs (0010,1002) Depending on the actual configuration, this attribute is either:
Sequence

¢ left intact or
» removed or
« replaced with current patient's identifiers from the repository or

* supplemented with current patient's identifiers from the repository

2.2.1.3.2. Real-world activities - User instruction to query a remote application

2.2.1.3.2.1. Description and Sequencing of Activities
When requested by user's action in the web-based GUI, then APFS:
1. initiates an association to query a remote application entity

2. sends a C-FIND request

3. receives C-FIND response messages

4. closes the association

2.2.1.3.2.2. Proposed Presentation Contexts

Table 2.9. Proposed Presentation Contexts by APFS_Application_Entity

Abstract Abstract Syntax UID Transfer Transfer Role |Extended
Syntax Name Syntax Name Syntax UID Negotiation
Study Root Query/ |1.2.840.10008.5.1.4.1.2.2.1 |Implicit VR 1.2.840.10008.1.2 SCU |None
Retrieve Information Little Endian
Model — FIND

APFS_Application_Entity proposes only one presentation context. The presentation context contains:
 the SOP Class UID 1.2.840.10008.5.1.4.1.2.2.1 (Study Root Query/Retrieve Information Model — FIND)

* the Transfer Syntax 1.2.840.10008.1.2 (Implicit VR Little Endian) as the proposed Transfer Syntax

2.2.1.3.2.3. SOP Specific Conformance for SOP Classes
APFS Application_Entity always use the value "STUDY" for the Query/Retrieve Level (0008,0052).

APFS Application_Entity supports the following Optional Keys:

Table 2.10. Supported Optional Keys in C-FIND

Description Tag

Patient’s Birth Date (0010,0030)

Patient’s Sex (0010,0040)
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Description Tag
Modalities in Study (0008,0061)
Referring Physician’s Name (0008,0090)
Study Description (0008,1030)
Series Description (0008,103E)
Number of Patient Related Studies (0020,1200)
Number of Study Related Series (0020,1206)
Number of Study Related Instances (0020,1208)
Performed Station AETitle (0040,0241)

Depending on query parameters given by the user, APFS_Application Entity
« either does not use Specific Character Set (0008,0005) at all
* or sets Specific Character Set (0008,0005) to ISO_IR 192

(In details: When the parameters contains only ASCII characters then Specific Character Set (0008,0005) is not use. Otherwise,
APFS Application_Entity submits two C-FIND queries:

» one query with Specific Character Set (0008,0005) to ISO_IR 192 and with the parameters as specified by the user

* one query without Specific Character Set (0008,0005) and with "asciified" parameters

)

2.2.1.3.3. Real-world activities - User instruction to retrieve from a remote application

2.2.1.3.3.1. Description and Sequencing of Activities

When requested by user's action in the web-based GUI, then APFS:
1. initiates an association to retrieve from a remote application entity
2. sends a C-MOVE request

3. receives C-MOVE response messages

4. closes the association

2.2.1.3.3.2. Proposed Presentation Contexts

Table 2.11. Proposed Presentation Contexts by APFS Application_Entity

Abstract Abstract Syntax UID Transfer Transfer Role |Extended
Syntax Name Syntax Name Syntax UID Negotiation
Study Root Query/ |1.2.840.10008.5.1.4.1.2.2.2 |Implicit VR 1.2.840.10008.1.2 SCU |None
Retrieve Information Little Endian
Model - MOVE

For a retrieve request, APFS Application_Entity proposes only one presentation context. The presentation context contains:

» the SOP Class UID 1.2.840.10008.5.1.4.1.2.2.1 (Study Root Query/Retrieve Information Model - MOVE)
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* the Transfer Syntax 1.2.840.10008.1.2 (Implicit VR Little Endian) as the proposed Transfer Syntax

2.2.1.3.3.3. SOP Specific Conformance for SOP Classes

APFS_Application_Entity provides standard conformance.
2.2.1.3.4. Real-world activities - Storage Commitment request

2.2.1.3.4.1. Description and Sequencing of Activities

When requested by a remote application entity with a Storage Commitment N-ACTION request, APFS:

1. builds a list of UIDs of composite objects and their SOP classes to announce a commitment or failure

2. initiates an association to the requesting application entity

3. sends the storage commitment answer (using a N-EVENT-REPORT request) to the requesting application entity

4. closes the association

2.2.1.3.4.2. Proposed Presentation Contexts

Table 2.12. Proposed Presentation Contexts by APFS_Application_Entity

Abstract Abstract Syntax UID Transfer Transfer Role |Extended
Syntax Name Syntax Name Syntax UID Negotiation
Storage 1.2.840.10008.1.20.1 Implicit VR 1.2.840.10008.1.2 SCP |None
Commitment Push Little Endian
Model

2.2.1.3.4.3. SOP Specific Conformance for SOP Classes

APFS_Application_Entity provides standard conformance to the DICOM Storage Commitment Push Model Service Class as
SCP.

SCP Notifications Statement:
* APFS does not support the optional Storage Media File-Set ID & UID Attributes in the N-EVENT-REPORT.

* APFS does not use the optional Retrieve AE Title (0008,0054) Attribute in the NEVENT- REPORT.

2.2.1.4. Association Acceptance Policy

APFS Application Entity accepts associations from registered application entities. This registration is performed by an
administrator using a web-based GUL.

Associations are accepted for these purposes:
* to allow remote application entities to verify communication
* to allow remote application entities to store composite instances to the internal database

* to allow remote application entities to query composite instances the internal database

16



NETWORKING

* to allow remote application entities to retrieve composite instances from the internal database
* to allow remote application entities to obtain modality worklist from the internal database

* to allow remote application entities to request storage commitment

2.2.1.4.1. Real-world activity - Verification request

2.2.1.4.1.1. Description and Sequencing of Activities

APFS Application Entity accepts an association from a remote application entity to verify communication using C-ECHO.

2.2.1.4.1.2. Accepted Presentation Contexts

Table 2.13. Acceptable Presentation Contexts for APFS_Application_Entity

Abstract Abstract Transfer Transfer Syntax UID |Role |Extended
Syntax Name Syntax UID Syntax Name Negotiation
Verification 1.2.840.10008.1.1 Implicit VR Little 1.2.840.10008.1.2 SCP |None
Endian

2.2.1.4.1.3. SOP Specific Conformance

APFS Application_Entity provides standard conformance.

2.2.1.4.1.4. Presentation Context Acceptance Criterion

APFS_Application_Entity accepts any Presentation Context for the supported SOP classes with the supported Transfer
Syntaxes.

2.2.1.4.1.5. Transfer Syntax Selection Policies

APFS_Application_Entity supports only the Implicit VR Little Endian transfer syntax.
2.2.1.4.2. Real-world activity - Store request

2.2.1.4.2.1. Description and Sequencing of Activities

APFS_ Application_Entity accepts an association from a source application entity to store composite instances using C-
STORE.

2.2.1.4.2.2. Accepted Presentation Contexts

Table 2.14. Acceptable Presentation Contexts for APFS_Application_Entity

Abstract Abstract Transfer Transfer Syntax UID |Role |Extended
Syntax Name Syntax UID Syntax Name Negotiation
See note 1 below |See note 1 below |Implicit VR Little 1.2.840.10008.1.2 SCP |None
Endian
See note 1 below |See note 1 below |Explicit VR Little 1.2.840.10008.1.2.1 SCP |None
Endian
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Abstract
Syntax Name

Abstract
Syntax UID

Transfer
Syntax Name

Transfer Syntax UID

Role

Extended
Negotiation

See note 1 below

See note 1 below

Explicit VR Big
Endian

1.2.840.10008.1.2.2

SCP

None

See note 1 below

See note 1 below

Deflated Explicit VR
Little Endian

1.2.840.10008.1.2.1.99

SCP

None

See note 1 below

See note 1 below

RLE Lossless

1.2.840.10008.1.2.5

SCP

None

See note 1 below

See note 1 below

JPEG Baseline
(Process 1)

1.2.840.10008.1.2.4.50

SCP

None

See note 1 below

See note 1 below

JPEG Extended
(Process 2 & 4)

1.2.840.10008.1.2.4.51

SCP

None

See note 1 below

See note 1 below

JPEG Lossless,
Non-Hierarchical
(Process 14)

1.2.840.10008.1.2.4.57

SCP

None

See note 1 below

See note 1 below

JPEG Lossless, Non-
Hierarchical, First-
Order Prediction
(Process 14
[Selection Value 1])

1.2.840.10008.1.2.4.70

SCP

None

See note 1 below

See note 1 below

JPEG-LS Lossless
Image Compression

1.2.840.10008.1.2.4.80

SCP

None

See note 1 below

See note 1 below

JPEG-LS Lossy
(Near-Lossless)
Image Compression

1.2.840.10008.1.2.4.81

SCP

None

See note 1 below

See note 1 below

JPEG 2000 Image
Compression
(Lossless Only)

1.2.840.10008.1.2.4.90

SCP

None

See note 1 below

See note 1 below

JPEG 2000 Image
Compression

1.2.840.10008.1.2.4.91

SCP

None

See note 1 below

See note 1 below

MPEG2 Main
Profile @ Main
Level

1.2.840.10008.1.2.4.100

SCP

None

See note 1 below

See note 1 below

MPEG2 Main
Profile @ High
Level

1.2.840.10008.1.2.4.101

SCP

None

See note 1 below

See note 1 below

MPEG-4 AVC/
H.264 High Profile /
Level 4.1

1.2.840.10008.1.2.4.102

SCP

None

See note 1 below

See note 1 below

MPEG-4 AVC/
H.264 BD-
compatible High
Profile / Level 4.1

1.2.840.10008.1.2.4.103

SCP

None

Note

1. The Abstract Syntax Name and UID correspond to one of the SOP Class Names and UIDs supported (see Table

Storage SOP Classes for APFS_Application Entity above).

APFS Application Entity may be configured to accept only a subset of all SOP Classes listed above. Moreover, for each

acceptable SOP Class, it can be configured to accept only a subset of transfer syntaxes listed above.
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If offered a choice of Transfer Syntaxes in the accepted Presentation Contexts, APFS Application_Entity will select the first
one supported from the list of proposed Transfer Syntaxes.

2.2.1.4.2.3. SOP Specific Conformance

APFS_Application Entity provides Level 2 (Full) conformance to the Storage SOP Classes.
APFS_Application_Entity

* does not discard or change any elements

* does not validate that the Attributes of the SOP Instance meet the requirements of the IOD

The following table summarizes storage status codes returned to the source application entity:

Table 2.15. APFS_Application_Entity C-STORE Response Status

Service Further Meaning Error Reason
Status Code
Success Success 0000 The instance has been stored to the internal database
Refused  |Out of Resources A700 |IO error while receiving the object
Refused |Out of Resources A701 Error while saving the object
Refused |Out of Resources A702 Error in a requested preprocessing plugin
Refused  |Out of Resources A703 Error in a requested postprocessing plugin
Refused  |Out of Resources A704  |Error in a management repository
Refused |Out of Resources A705 Unknown peer
Refused |Out of Resources A706 Peer not authorized to store
Refused  |Out of Resources A900 |Data Set does not match SOP Class
Error Cannot understand C000 Failed to decode the object
Error Cannot understand C001 Aborted while receiving the object
Error Cannot understand C002 An identifier mismatches an existing record
Error Cannot understand C003 Object is not valid
Error Cannot understand C004 Object's SOP Instance UID mismatches Affected SOP
Instance UID in the C-STORE request

When applicable, the optional attribute (0000,0902) Error Comment is used to supplement information about unsuccessful C-
STORE operation.

In case of an exception (a network timeout, a TCP/IP communication error) APFS_Application_Entity will abort the
Association using DICOM A-ABORT.

2.2.1.4.2.4. Presentation Context Acceptance Criterion

APFS Application_Entity accepts any Presentation Context for the supported SOP classes with the supported Transfer
Syntaxes.

2.2.1.4.2.5. Transfer Syntax Selection Policies

APFS_Application_Entity accepts the first supported transfer syntax.
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2.2.1.4.3. Real-world activity - Query request

2.2.1.4.3.1. Description and Sequencing of Activities

APFS_Application_Entity accepts an association from a source application entity to query internal database about stored SOP
instances using C-FIND.

2.2.1.4.3.2. Accepted Presentation Contexts

Table 2.16. Acceptable Presentation Contexts for APFS_Application_Entity

Abstract Abstract Syntax UID Transfer |Transfer Syntax UID |Role | Extended
Syntax Name Syntax Negotiation
Name

Patient Root Query/ |1.2.840.10008.5.1.4.1.2.1.1  |Implicit 1.2.840.10008.1.2 SCP |None
Retrieve Information VR Little

Model — FIND Endian

Patient Root Query/ |1.2.840.10008.5.1.4.1.2.1.1 |Explicit 1.2.840.10008.1.2.1 |SCP |None
Retrieve Information VR Little

Model — FIND Endian

Patient Root Query/ |1.2.840.10008.5.1.4.1.2.1.1 |Explicit 1.2.840.10008.1.2.2 |SCP |None
Retrieve Information VR Big

Model — FIND Endian

Study Root Query/ 1.2.840.10008.5.1.4.1.2.2.1  |Implicit 1.2.840.10008.1.2 SCP |None
Retrieve Information VR Little

Model — FIND Endian

Study Root Query/ 1.2.840.10008.5.1.4.1.2.2.1  |Explicit 1.2.840.10008.1.2.1  |SCP |None
Retrieve Information VR Little

Model — FIND Endian

Study Root Query/ 1.2.840.10008.5.1.4.1.2.2.1  |Explicit 1.2.840.10008.1.2.2  |SCP |None
Retrieve Information VR Big

Model — FIND Endian

APFS_Application_Entity may be configured to accept only a subset of all SOP Classes listed above. Moreover, for each
acceptable SOP Class, it can be configured to accept only a subset of transfer syntaxes listed above.

If offered a choice of Transfer Syntaxes in the accepted Presentation Contexts, APFS Application Entity will select the first
one supported from the list of proposed Transfer Syntaxes.

2.2.1.4.3.3. SOP Specific Conformance

APFS_Application_Entity does not support relational queries.

APFS Application_Entity returns also the attribute (0008,0054) "Retrieve AE Title" set to its own AE Title.
Case sensitivity/insensitivity and diacritics sensitivity/insensitivity in matching are configurable.

APFS Application Entity can be configured to limit the number of matching instances. If the query being processed exceeds
the limit number then the services status returned will be response will be Refused: Out of Resources (Error Code A700).

The following table lists the supported matching and returned keys:
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Table 2.17. Keys supported for Patient Root Information Model

Level Attribute name Tag Matching Returned
PATIENT |Patient's Name (0010,0010) X X
PATIENT |Patient ID (0010,0020) X X
PATIENT |Patient's Birth Date (0010,0030) X X
PATIENT |Patient's Birth Time (0010,0032) X X
PATIENT |Patient's Sex (0010,0040) X X
PATIENT |Number of Patient Related Studies (0020,1200) X
STUDY  |Study Date (0008,0020) X X
STUDY  |Study Time (0008,0030) X X
STUDY |Accession Number (0008,0050) X X
STUDY |Modalities in Study (0008,0061) X X
STUDY  |Referring Physician's Name (0008,0090) X X
STUDY  |Study Description (0008,1030) X X
STUDY  |Study Instance UID (0020,000D) X X
STUDY  |Study ID (0020,0010) X X
STUDY  |Number of Study Related Series (0020,12006) X
STUDY  |Number of Study Related Instances (0020,1208) X
SERIES  |Series Date (0008,0021) X
SERIES  |Series Time (0008,0031) X
SERIES  |Modality (0008,0060) X X
SERIES  |Series Description (0008,103E) X
SERIES |Body Part Examined (0018,0015) X
SERIES  |Performing Physician's Name (0008,1050) X
SERIES  |Patient Position (0018,5100) X
SERIES |Series Instance UID (0020,000E) X X
SERIES  |Series Number (0020,0011) X X
SERIES  |Number of Series Related Instances (0020,1209) X
SERIES  |Performed Station AETitle (0040,0241) X
IMAGE  |Image Type (0008,0008) X
IMAGE [SOP Class UID (0008,0016) X X
IMAGE SOP Instance UID (0008,0018) X X
IMAGE |Instance Number (0020,0013) X X

Table 2.18. Keys supported for Study Root Information Model

Level Attribute name Tag Matching Returned
STUDY  |Study Date (0008,0020) X X
STUDY  |Study Time (0008,0030) X X
STUDY  |Accession Number (0008,0050) X X
STUDY |Modalities in Study (0008,0061) X X
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Level Attribute name Tag Matching Returned
STUDY  |Referring Physician's Name (0008,0090) X X
STUDY  |Study Description (0008,1030) X X
STUDY |Patient's Name (0010,0010) X X
STUDY  |Patient ID (0010,0020) X X
STUDY  |Patient's Birth Date (0010,0030) X X
STUDY  |Patient's Birth Time (0010,0032) X X
STUDY  |Patient's Sex (0010,0040) X X
STUDY  |Study Instance UID (0020,000D) X X
STUDY  |Study ID (0020,0010) X X
STUDY  |Number of Study Related Series (0020,12006) X
STUDY  |Number of Study Related Instances (0020,1208) X
SERIES |Series Date (0008,0021) X
SERIES  |Series Time (0008,0031) X
SERIES  |Modality (0008,0060) X X
SERIES  |Series Description (0008,103E) X
SERIES |Body Part Examined (0018,0015) X
SERIES  |Performing Physician's Name (0008,1050) X
SERIES |Patient Position (0018,5100) X
SERIES |Series Instance UID (0020,000E) X X
SERIES  |Series Number (0020,0011) X X
SERIES  |Number of Series Related Instances (0020,1209) X
SERIES  |Performed Station AETitle (0040,0241) X
IMAGE  |Image Type (0008,0008) X
IMAGE [SOP Class UID (0008,0016) X X
IMAGE |SOP Instance UID (0008,0018) X X
IMAGE |Instance Number (0020,0013) X X

The following table summarizes status codes returned to the querying application entity:

Table 2.19. APFS_Application_Entity C-FIND Response Status

Service Further Meaning Error Reason
Status Code
Success Success 0000 Matching is complete. No final Identifier is supplied.
Refused |Out of Resources A700 Out of Resources
Failed Identifier does not match SOP A900 Identifier does not match SOP Class
Class
Failed Unable to process C001 Peer not authorized to operation
Cancel Matching terminated due to FEO0 C-FIND SCU sent a Cancel Request
Cancel request
Pending  |Matches are continuing - Current |FF00 All Optional Keys were supported in the same manner as
Match is supplied and any Required Keys
Optional Keys were supported
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Service Further Meaning Error Reason
Status Code
Pending |Matches are continuing - FFO1 One or more Optional Keys were not supported for existence
Warning that one or more and/or matching for this Identifier
Optional Keys were not
supported

When applicable, the optional attribute (0000,0902) Error Comment is used to supplement information about unsuccessful C-
FIND operation.

In case of an exception (a network timeout, a TCP/IP communication error) APFS Application Entity will abort the
Association using DICOM A-ABORT.

2.2.1.4.3.4. Presentation Context Acceptance Criterion

APFS Application Entity accepts any Presentation Context for the supported SOP classes with the supported Transfer
Syntaxes.

2.2.1.4.3.5. Transfer Syntax Selection Policies

APFS_ Application_Entity accepts the first supported transfer syntax.

2.2.1.4.4. Real-world activity - Retrieve request (C-MOVE)

2.2.1.4.4.1. Description and Sequencing of Activities

APFS Application Entity accepts an association from a source application entity to retrieve stored SOP instances using C-
MOVE.

See Real-world activities - Retrieve request or User instruction above for C-STORE suboperations initiated.

2.2.1.4.4.2. Accepted Presentation Contexts

Table 2.20. Acceptable Presentation Contexts for APFS_Application_Entity

Abstract Abstract Syntax UID Transfer |Transfer Syntax UID |Role |Extended
Syntax Name Syntax Negotiation

Name

Patient Root Query/ 1.2.840.10008.5.1.4.1.2.1.2 | Implicit 1.2.840.10008.1.2 SCP |None

Retrieve Information VR Little

Model - MOVE Endian

Patient Root Query/ 1.2.840.10008.5.1.4.1.2.1.2 | Explicit 1.2.840.10008.1.2.1 |SCP |None

Retrieve Information VR Little

Model - MOVE Endian

Patient Root Query/ 1.2.840.10008.5.1.4.1.2.1.2  |Explicit VR |1.2.840.10008.1.2.2 |SCP |None

Retrieve Information Big Endian

Model - MOVE

Study Root Query/ 1.2.840.10008.5.1.4.1.2.2.2  |Implicit 1.2.840.10008.1.2 SCP |None

Retrieve Information VR Little

Model - MOVE Endian
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Abstract Abstract Syntax UID Transfer |Transfer Syntax UID |Role |[Extended
Syntax Name Syntax Negotiation

Name

Study Root Query/ 1.2.840.10008.5.1.4.1.2.2.2 | Explicit 1.2.840.10008.1.2.1 |SCP |None

Retrieve Information VR Little

Model - MOVE Endian

Study Root Query/ 1.2.840.10008.5.1.4.1.2.2.2  |Explicit VR |1.2.840.10008.1.2.2 |SCP |None

Retrieve Information Big Endian

Model - MOVE

APFS Application Entity may be configured to accept only a subset of all SOP Classes listed above. Moreover, for each
acceptable SOP Class, it can be configured to accept only a subset of transfer syntaxes listed above.

If offered a choice of Transfer Syntaxes in the accepted Presentation Contexts, APFS_Application_Entity will select the first
one supported from the list of proposed Transfer Syntaxes.

2.2.1.4.4.3. SOP Specific Conformance

APFS Application Entity does not support relational queries.

Case sensitivity/insensitivity and diacritics sensitivity/insensitivity in matching are configurable.

APFS Application Entity can be configured to limit the number of matching instances (the instances to be sent). If the request
being processed exceeds the limit number then the services status returned will be response will be Refused: Out of Resources

— Unable to calculate number of matches (Error Code A701).

The following table lists the supported matching:

Table 2.21. Keys supported for Patient Root Information Model

Level Attribute name Tag
PATIENT Patient's Name (0010,0010)
PATIENT Patient ID (0010,0020)
PATIENT Patient's Birth Date (0010,0030)
PATIENT Patient's Birth Time (0010,0032)
PATIENT Patient's Sex (0010,0040)
STUDY Study Date (0008,0020)
STUDY Study Time (0008,0030)
STUDY Accession Number (0008,0050)
STUDY Modalities in Study (0008,0061)
STUDY Referring Physician's Name (0008,0090)
STUDY Study Description (0008,1030)
STUDY Study Instance UID (0020,000D)
STUDY Study ID (0020,0010)
SERIES Modality (0008,0060)
SERIES Series Instance UID (0020,000E)
SERIES Series Description (0008,103E)
SERIES Series Number (0020,0011)
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Level Attribute name Tag
SERIES Performed Station AETitle (0040,0241)
IMAGE SOP Class UID (0008,0016)
IMAGE SOP Instance UID (0008,0018)
IMAGE Instance Number (0020,0013)
Table 2.22. Keys supported for Study Root Information Model
Level Attribute name Tag

STUDY Study Date (0008,0020)
STUDY Study Time (0008,0030)
STUDY Accession Number (0008,0050)
STUDY Modalities in Study (0008,0061)
STUDY Referring Physician's Name (0008,0090)
STUDY Study Description (0008,1030)
STUDY Patient's Name (0010,0010)
STUDY Patient ID (0010,0020)
STUDY Patient's Birth Date (0010,0030)
STUDY Patient's Birth Time (0010,0032)
STUDY Patient's Sex (0010,0040)
STUDY Study Instance UID (0020,000D)
STUDY Study ID (0020,0010)
SERIES Modality (0008,0060)
SERIES Series Instance UID (0020,000E)
SERIES Series Description (0008,103E)
SERIES Series Number (0020,0011)
SERIES Performed Station AETitle (0040,0241)
IMAGE SOP Class UID (0008,0016)
IMAGE SOP Instance UID (0008,0018)
IMAGE Instance Number (0020,0013)

The following table summarizes status codes returned to the querying application entity:

Table 2.23. APFS_Application_Entity C-MOVE Response Status

Service Further Meaning Error Reason
Status Code
Success Sub-operations Complete - No 0000 All matching SOP instances have been successfully sent to
Failures the destination application entity.
Warning | Sub-operations Complete - One |B000 At least one of C-STORE suboperations finished with a
or more Failures failure or warning status.
Refused  |Out of Resources — Unable to A701 Unable to calculate number of matches
calculate number of matches
Refused  |Out of Resources — Unable to A702  |Unable to perform sub-operations
perform sub-operations
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Service Further Meaning Error Reason
Status Code
Refused |Move Destination unknown A801 Refused: Move Destination unknown
Failed Identifier does not match SOP A900 |Identifier does not match SOP Class
Class
Failed Unable to process C001 Peer not authorized to operation
Cancel Sub-operations terminated due to |[FEOO C-MOVE SCU sent a Cancel Request
Cancel Indication
Pending  |Sub-operations are continuing 0xFF00 |Sent after each C-STORE suboperation

When applicable, the optional attribute (0000,0902) Error Comment is used to supplement information about unsuccessful C-
MOVE operation.

In case of an exception (a network timeout, a TCP/IP communication error) APFS_Application Entity will abort the
Association using DICOM A-ABORT.

2.2.1.4.4.4. Presentation Context Acceptance Criterion

APFS Application_Entity accepts any Presentation Context for the supported SOP classes with the supported Transfer
Syntaxes.

2.2.1.4.4.5. Transfer Syntax Selection Policies

APFS Application Entity accepts the first supported transfer syntax.
2.2.1.4.5. Real-world activity - Modality worklist request

2.2.1.4.5.1. Description and Sequencing of Activities

If configured, APFS_ Application Entity accepts an association from a source application entity to query internal database
about stored SOP instances using Modality Worklist C-FIND.

2.2.1.4.5.2. Accepted Presentation Contexts

Table 2.24. Acceptable Presentation Contexts for APFS_Application_Entity

Abstract Abstract Syntax UID Transfer |Transfer Syntax UID |Role | Extended
Syntax Name Syntax Negotiation
Name
Modality Worklist 1.2.840.10008.5.1.4.31 Implicit 1.2.840.10008.1.2 SCP |None
Information Model — VR Little
FIND Endian

2.2.1.4.5.3. SOP Specific Conformance
APFS Application_Entity provides standard conformance to the DICOM Basic Worklist Management Service Class.
Case sensitivity/insensitivity and diacritics sensitivity/insensitivity in matching are configurable.

The following table lists the supported matching and returned keys:
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Table 2.25. Keys supported for Modality Worklist C-FIND

Attribute name Tag Matching | Returned Remark
Scheduled Procedure Step
Scheduled Procedure Step Sequence |(0040,0100) X X
>Scheduled Station AE Title (0040,0001) X X
>Scheduled Procedure Step Start Date |(0040,0002) X X
>Scheduled Procedure Step Start Time | (0040,0003) X X
>Scheduled Procedure Step Location |(0040,0011) X Returned with no value.
>Modality (0008,0060) X X
>Scheduled Performing Physician’s  |(0040,0006) X Returned with no value.
Name
>Scheduled Procedure Step (0040,0007) X
Description
>Scheduled Procedure Step ID (0040,0009) X X
Requested Procedure
Requested Procedure Description (0032,1060) X
Requested Procedure ID (0040,1001) X X
Study Instance UID (0020,000D) X
Referenced Study Sequence (0008,1110) X Returned with no value.
Image Service Request
Accession Number (0008,0050) X X
Requesting Physician (0032,1032) X
Referring Physician’s Name (0008,0090) X
Visit Identification
Admission ID (0032,0010) X Returned with no value.
Visit Status
Current Patient Location (0038,0300) X Returned with no value.
Visit Relationship
Referenced Patient Sequence (0008,1120) X Returned with no value.
Patient Identification
Patient’s Name (0010,0010) X X
Patient ID (0010,0020) X X
Patient Demographic
Patient's Birth Date (0010,0030) X
Patient’s Sex (0010,0040) X
Patient’s Weight (0010,1030) X
Confidentiality constraint on patient  |(0040,3001) X Returned with no value.
data
Patient’s Age (0010,1010) X
Patient’s Size (0010,1020) X
Patient Medical
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Attribute name Tag Matching | Returned Remark
Patient State (0038,0500) X Returned with no value.
Pregnancy Status (0010,21C0) X Returned with no value.
Medical Alerts (0010,2000) X Returned with no value.
Contrast Allergies (0010,2110) X Returned with no value.
Patient Weight (0010,1030) X Returned with no value.

The following table summarizes status codes returned to the querying application entity:

Table 2.26. APFS_Application_Entity Modality Worklist C-FIND Response Status

Service Further Meaning Error Reason
Status Code
Success Success 0000 Matching is complete. No final Identifier is supplied.
Refused |Out of Resources A700 Out of Resources
Failed Identifier does not match SOP A900 |Identifier does not match SOP Class
Class
Cancel Matching terminated due to FEOO C-FIND SCU sent a Cancel Request

Cancel request

Pending  |Matches are continuing - Current |FF00 All Optional Keys were supported in the same manner as
Match is supplied and any Required Keys
Optional Keys were supported

Pending |Matches are continuing - FFO1 One or more Optional Keys were not supported for existence
Warning that one or more and/or matching for this Identifier
Optional Keys were not
supported

When applicable, the optional attribute (0000,0902) Error Comment is used to supplement information about unsuccessful C-
FIND operation.

In case of an exception (a network timeout, a TCP/IP communication error) APFS Application Entity will abort the
Association using DICOM A-ABORT.

2.2.1.4.5.4. Presentation Context Acceptance Criterion

APFS_Application_Entity accepts any Presentation Context for the supported SOP classes with the supported Transfer
Syntaxes.

2.2.1.4.5.5. Transfer Syntax Selection Policies

APFS Application Entity supports only the Implicit VR Little Endian transfer syntax.
2.2.1.4.6. Real-world activity - Storage Commitment request

2.2.1.4.6.1. Description and Sequencing of Activities

If configured, APFS_Application_Entity accepts an association from a source application entity to request storage
commitment.
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2.2.1.4.6.2. Accepted Presentation Contexts

Table 2.27. Acceptable Presentation Contexts for APFS_Application_Entity

Abstract Abstract Syntax UID Transfer |Transfer Syntax UID |Role | Extended
Syntax Name Syntax Negotiation
Name
Storage Commitment |1.2.840.10008.1.20.1 Implicit 1.2.840.10008.1.2 SCP |None
Push Model VR Little
Endian

2.2.1.4.6.3. SOP Specific Conformance

APFS_Application_Entity provides standard conformance to the DICOM Storage Commitment Push Model Service Class as
SCP.

SCP Operations Statement:

» Ifa Storage Commitment request is received then APFS Application Entity will immediately check if the referenced SOP
Instances are in the internal database and return a N-EVENT-REPORT Notification. It will not cache Storage Commitment
requests nor wait for SOP Instances to be received later.

* APFS Application Entity confirms storage commitment of SOP instances according its current state. SOP instances having
been committed may be deleted at any point of time later. The deletion can be triggered:

* by an user of the web-based graphical user interface (for details, see User Guide)
* by APFS' automatic purging of old data if enabled (for details, see Administrator Guide and Service Guide)

* SOP instances having been committed by Storage Commitment can be retrieved APFS Application Entity via its Query/
Retrieve services as defined in other places of this document.

* APFS Application Entity does not support the optional Storage Media File-Set ID & UID Attributes in the N-ACTION.

The following table summarizes status codes returned to the requesting application entity:

Table 2.28. APFS_Application_Entity Storage Commitment N-ACTION Response Status

Service Further Meaning Error Reason

Status Code
Success Success 0000 Matching is complete. No final Identifier is supplied.
Failure Processing failure 0110 Processing failure

When applicable, the optional attribute (0000,0902) Error Comment is used to supplement information about unsuccessful N-
ACTION operation.

In case of an exception (a network timeout, a TCP/IP communication error) APFS Application Entity will abort the
Association using DICOM A-ABORT.

2.2.1.4.6.4. Presentation Context Acceptance Criterion

APFS Application_Entity accepts any Presentation Context for the supported SOP classes with the supported Transfer
Syntaxes.

2.2.1.4.6.5. Transfer Syntax Selection Policies

APFS_Application_Entity supports only the Implicit VR Little Endian transfer syntax.
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2.3. NETWORK INTERFACES

2.3.1. Physical Network Interfaces

APFS is indifferent to the physical medium over which TCP/IP executes.

2.3.2. Additional Protocols

APFS uses the name resolution (DNS resolution) provided by the underlying operating system.

2.4. CONFIGURATION

The Application Entity title, Port number and timeouts are defined via APFS configuration files (please refer to the Service

Guide).

The Host name(s) and IP Address(es) are defined by means of the underlying operating system.

2.4.1. AE Title/Presentation Address Mapping

2.41.1. Local AE Titles

Table 2.29. AE Title configuration table

AE

Default AE Title

Default TCP/IP Port

APFS_Application_Entity APFSDCM

2370

2.4.1.2. Remote AE Titles

Remote AE Titles are configured via web-based GUI which is a port of APFS (please refer to the Administrator Guide).

2.4.2. Parameters

Table 2.30. Configuration parameters table

Parameter Configurable Default Value
General Parameters
Maximum PDU size the AE can receive No 16384
Maximum PDU size the AE can send No 16384
Time-out waiting for response to TCP/IP Yes 120s
connect request (Low-level timeout)
Time-out waiting after opening TCP/IP Yes 60s
connection for Association Open Request
(Application Level timeout)
Time-out waiting for acceptance or rejection Yes 60s

Response to an Association Open Request
(Application Level timeout)
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Parameter Configurable Default Value

General DIMSE level time-out values Yes 600s

DIMSE level time-out for an open C-MOVE Yes 600s

request

Time-out an association may remain idle Yes 1800s

APFS Application_Entity

SOP Class support Yes As listed in Proposed/Accepted Contexts above.
(APEFS configuration may limit support to a subset
of those SOP Classes.)

Transfer Syntax support Yes As listed in Proposed/Accepted Contexts above.

(APEFS configuration may limit support to a subset
of those Transfer Syntaxes.)
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Chapter 3. MEDIA INTERCHANGE

APFS does not support Media Storage.
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Chapter 4. SUPPORT OF CHARACTER
SETS

APFS supports following character sets:

e ISO IR 6 = Default repertoire

« ISO IR 100 = Latin alphabet No. 1 (ISO 8859-1)
» ISO IR 101 = Latin alphabet No. 2 (ISO 8859-2)
* ISO_IR 192 = Unicode (UTF-8)

APFS does not use code extension techniques (only single value attribute is accepted for the (0008,0005) attribute).

4.1. CONFIGURATION

APFS has specific configuration options which affect the character set support:

1. APFS can run in ascii-only mode. If this applies then:
* All matching performed by APFS ignores diacritics
* Query responses returned by APFS contains strings without diacritics
 String values in the Attributes updated in instances being sent are updated with strings without diacritics
This mode "simulates" support for only Default repertoire.

2. If APFS doesn't run in ascii-only mode then it can be configured for diacritic-free matching. If it applies then
* All matching performed by APFS ignores diacritics

For further details please refer to the Service Guide.

Warning

The configuration options should not be used unless a strong argument exists. The options are specifically targeted for
deployments in the Czech Republic where interoperability is difficult because character sets are often misused.

33



Chapter 5. SECURITY
5.1. SECURITY PROFILES

No support of security profiles is provided.

5.2. ASSOCIATION LEVEL SECURITY

APFS checks the following DICOM values when determining whether to accept Association Open Requests:
* Calling AE Title
* [P address of the requester

Please refer to the Service Guide for details.

5.3. APPLICATION LEVEL SECURITY

APFS refuses a request (C-STORE Request, C-FIND Request, C-MOVE Request) if the requesting application entity is not
authorized to perform it (if it has not an appropriate role). The assignment of roles to application entities is performed by an
administrator using a web-based GUI. Please refer to the Administrator Guide for details.
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Appendix A. Annexes
A.1. 10D CONTENTS

A.1.1. Created SOP Instance(s)

N/A

A.1.2. Usage of Attributes from received IOD’s

N/A

A.1.3. Attribute Mapping

N/A

A.1.4. Coerced/Modified fields

APFS Application Entity modifies patient information in the composite instances being sent (in a C-STORE command)
with the current information kept in the internal database. The SOP Instance UID stays unchanged. The modified attributes
have been listed in the table "Attributes updated in instances being sent" above. Moreover, if specifically configured,

APFS Application Entity adds a private attribute (0011,xx10) of Private Creator "ICZ APFS" to the composite instances.
This attribute serves as a optimization hint of C-STORE between two instances of APFS_Application_Entity. A receiving
APFS Application Entity always removes this attribute from received composite instances. As noted, this attribute is not
added by default; APFS has to be configured to add this attribute and a specific receiver (C-STORE SCP) has to be listed. For
details please refer to "AddPatientsUID" plugin in the Service Guide.

A.2. DATA DICTIONARY OF PRIVATE ATTRIBUTES

The Private Attributes added to transferred SOP Instances are listed in the Table below. Further details on usage of these
private attributes are contained in "Coerced/Modified fields" above.

Table A.1. Data dictionary of private attributes

Tag Attribute Name VR VM Value
(0011,00xx) Private Creator LO 1 ICZ APFS
(0011,xx10) Patient's UID Ul 1 UID assigned to the
patient in APFS'
internal database
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